Letter
On the EBA Standard for Strong Customer Authentication

Brussels, 12 October

First-Vice President Timmermans,
I am writing to you on behalf of the European eCommerce & Omni-Channel Trade Association (EMOTA) in respect of the
Regulatory Technical Standards (RTS) to be drafted by the European Banking Authority (EBA), in close cooperation with the
European Central Bank (ECB), for the implementation of the revised Payment Services Directive (PSD2). As one of the
representatives of Europe’s e-commerce industry, we are deeply concerned that the EBA approach would make ecommerce
payments online and through smartphones onerous, hurting small merchants in particular, as it would lead to customers
abandoning a great number of transactions.
Firstly, the current blanket approach prescribing that strong customer authentication ‘must apply to all transactions’ is not
desirable. This all-encompassing approach fails to take into consideration the impact that this would have on many existing
innovative payment methods and tools that actually enhance customer experience. Moreover, it removes the option for
sellers or payment services providers to determine when strong customer authentication is required, in accordance with a
risk-based approach. Therefore, we are deeply concerned and call upon the European Commission to ensure that any
requirements and standards developed by the EBA under its mandate reflect the conditions of article 98 of the PSD2, which
expressly requires ‘risk-based requirements’, as well as market realities and specificities of the various tools and solutions
used.
Secondly, Article 19 of the draft RTS calls for empowering banks to develop a new ‘communication interface’. We are deeply
concerned that this would force Payment Initiation Services providers to give up their own IT solution and become dependent
on a technical solution developed by banks. This would seriously undermine, if not completely unravel, the existing
competitive payment services market in the EU, as it would give banks a complete monopoly. Furthermore, this article
disregards the PSD2 which stipulates that requirements should be ‘business-model’ neutral. In light of this, we seek
clarification from the European Commission that any guidance will respect the different business models in accordance with
the Directive.
Lastly, as the chief architect and guardian of the better regulation agenda and its implementation across EU institutions, we
are strongly concerned with the representativeness and treatment of stakeholders during the EBA’s consultation process. It
became evident from the EBA workshop in London in September that the EBA is partial to the interests of banks and not of
users. In accordance with the fundamental principles enshrined in the European Commission’s Communication entitled:
‘Better Regulation for better results – an EU agenda’, policies should not be imposed but prepared inclusively, based on full
transparency and engagement, listening to the views of those affected by legislation so that it is easy to implement.
Furthermore, the EBA has provided no evidence to support their choice of approach and continue ignoring relevant data
submitted by the ecommerce sector. Therefore, we call upon the European Commission to ensure that the EBA respects the
principles enshrined in the better regulation package and takes into account the views of all stakeholders, especially users.
We trust you will take our concerns into account and we look forward to continuing dialogue with you on these issues.
Yours sincerely,
Maurits Bruggink
EMOTA Secretary General

Annex I
EMOTA Draft Replies to the EBA Public Consultation
Link to the consultation: https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronicmoney/regulatory-technical-standards-on-strong-customer-authentication-and-secure-communication-under-psd2

Q1: Do you agree with the EBA’s reasoning on the requirements of the strong customer authentication, and the resultant
provisions proposed in Chapter 1 of the draft RTS?
EMOTA is very concerned about the negative effects the EBA proposed standard could have on our sector if adopted with the
proposed measures. EMOTA does not support a blanket approach as proposed by the EBA for Strong Customer Authentication
(SCA). It risks reducing competition in the market, hamper consumer convenience and restrict the development of the Digital
Single Market. EMOTA calls on policy makers to ensure the needed flexibility so that traders can use their knowledge of the
consumer and of the market to assess risk (e.g., behavioral data, strong customer authentication via login and data from past
purchases, etc.). A clearer risk based approach is needed. EMOTA also stresses that the criteria proposed for the
authentication elements is far too restrictive (static passwords with sufficient combinations and special characters). EMOTA
would also question the approach proposed by the EBA whereby regulatory bodies are also auditing Payment Service
Providers, an aspect, in our view, not required by the PSDII and which is not practical.
EMOTA calls on policy makers to avoid imposing any measures which would reduce the eCommerce volumes and create a
clear disadvantage for eCommerce, compared to offline sales (pin in offline vs 3D Secure in online). Our concerns are justified
by the lack of adapted solutions to eCommerce which would facilitate a good customer experience. Similarly, some of the
measures will be very difficult or impossible to implement in some instances such as Direct Debit.
Q2: In particular, in relation to the “dynamic linking” procedure, do you agree with the EBA’s reasoning that the requirements
should remain neutral as to when the “dynamic linking” should take place, under the conditions that the channel, mobile
application, or device where the information about the amount and the payee of the transaction is displayed is independent or
segregated from the channel, mobile application or device used for initiating the payment, as foreseen in Article 2.2 of the draft
RTS.
EMOTA stresses the EBA should not confuse authentication and authorization. The EMOTA Members question whether or
not the dynamic linking process would be the most practical and efficient mechanism for online transactions, because of the
reasons mentioned above, linked to convenience and effectiveness. For example, it is not clear how and when the
authentication code should be displayed. It is not clear what should happen in cases where a single charge is authorized at
different times by the payee, as it would be the case for split orders.
Q4: Do you agree with the EBA’s reasoning on the exemptions from the application of Article 97 on strong customer
authentication and on security measures, and the resultant provisions proposed in Chapter 2 of the draft RTS?
EMOTA questions the EBA approach regarding SCA and would rather support a targeted risk based approach, which is more
likely to encourage a growth in the sector and through innovation and experience reduce the levels of fraud. The diversity on
the market is too great for a single list of elements and a centralized minimum threshold approach to risk. The EBA standard
drafting should recognize that across the various sectors and various players in the market the approaches to fraud are
different and industry best practices can be identified and agreed upon. The EBA should acknowledge these industry best
practices and engage with the stakeholders in order to best incorporate these into the standards, ensuring a proper
enforcement mechanisms aimed at increasing compliance and consumer convenience.
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Q5: Do you have any concern with the list of exemptions contained in Chapter 2 of the draft RTS for the scenario that PSPs are
prevented from implementing SCA on transactions that meet the criteria for exemption?
EMOTA has strong concerns with the extremely rigid framework proposed by the EBA which is unlikely to achieve the intended
results. As an example, as part of the consultation process many of the stakeholders mentioned the paradox of certain lowvalue transactions presenting a high risk of fraud, which is a reality experienced also by the EMOTA Members. This risk is not
being captured by the EBA approach. Providers should retain the flexibility to apply SCA where they have identified a risk a
fraud, regardless of the amount of the transaction. Similarly, they should be able to not trigger SCA if they have not identified
a risk of fraud, regardless of the amount of the transaction.
Q7: Do you agree with the EBA’s reasoning on the requirements for common and secure open standards of communication for
the purpose of identification, authentication, notification, and information, and the resultant provisions proposed in Chapter 4
of the draft RTS?
EMOTA has strong concerns that the approach of the draft RTS will lead to reduced competition in the market and ultimately
less favorable conditions for eCommerce. EMOTA fears that as the proposal stands now some of the market players, namely
banks, will be in a privileged position over some of the other players such as Payment Initiation Services. Non-bank thirdparty payment initiation service providers (TPPs) must be allowed to continue using direct access via the customer facing
online interfaces of the banks in order to initiate payments on behalf of consumers. This direct access technology is well
established and is already transforming the market, allowing innovation and promoting competition. The final regulatory
standards must be amended so as to guarantee the right for TPPs to always use the customer facing online interfaces to
initiate payments, rather than, as the current draft does, force TPPs to give up their own IT solution. EMOTA urges the EBA
and policy makers not to support any measures which could lead to a reduction in competition.
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